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Incast

e N flows transmitting towards a single receiver (referred as N:1 incast)
e Sudden congestion caused by simultaneous bursty transmissions
e Increased queueing delays
e Buffer overflow and packet losses
e Severely impacts flow completion times
All the above sound familiar? Cr2+4 — >
3 3
=
Ay Ay
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Incast

e Throughput collapse (similar to the internet in 1980’s)
o Large number of concurrent flows cause increased queueing delays,
packet loss and eventually drop (collapse) in throughput

Chen Y, Griffith R, Liu J, Katz RH, Joseph AD. Understanding TCP incast throughput collapse in datacenter networks. InProceedings of the 1st ACM workshop on Research on enterprise
networking 2009 Aug 21 (pp. 73-82).
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https://dl.acm.org/doi/abs/10.1145/1592681.1592693
https://dl.acm.org/doi/abs/10.1145/1592681.1592693

AIMD loss-based Congestion Control

e \What are the problems with TCP RENO?
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AIMD loss-based Congestion Control

e \When does a loss occur?

At what size?
A

W - 3

Wi2 —
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AIMD loss-based Congestion Control

e Loss-based congestion control algorithms have the tendency to fill up the
queues (buffers) in the network
o Bufferbloat
o High delay
o Packet losses
o Arecipe for throughput collapse under incasts
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Congestion Control in Datacenters

DCTCP
TIMELY
HPCC

POWERTCP
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Desirable Congestion Control for Datacenters

e Low latency
o Requires maintaining small queue lengths in the network
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Desirable Congestion Control for Datacenters

e Low latency

o Requires maintaining small queue lengths in the network
e High throughput

o Requires maintaining high link utilization
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Desirable Congestion Control for Datacenters

e Low latency
o Requires maintaining small queue lengths in the network
e High throughput
o Requires maintaining high link utilization
e Fast convergence
o Requires rapidly achieving low delay & high throughput, after any sudden
changes in the network (eg., after an incast)
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Desirable Congestion Control for Datacenters

e Low latency
o Requires maintaining small queue lengths in the network
e High throughput
o Requires maintaining high link utilization
e Fast convergence
o Requires rapidly achieving low delay & high throughput, after any sudden
changes in the network (eg., after an incast)
e Fairness
o Requires fairly sharing the link bandwidth among competing flows
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Desirable Congestion Control for Datacenters

Low latency
o Requires maintaining small queue lengths in the network
High throughput
o Requires maintaining high link utilization
Fast convergence
o Requires rapidly achieving low delay & high throughput, after any sudden
changes in the network (eg., after an incast)
Fairness
o Requires fairly sharing the link bandwidth among competing flows
Equilibrium
o Requires eventually achieving a stable delay & throughput

Q O

E PURDUE - °

UNIVERSITY. o
STyGIANet



Imagine a "Pipe”

Large
flow

Water tank

Small
flow
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Single Bottleneck Link Simple Model

Bottleneck
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Single Bottleneck Link Simple Model

e Senders are synchronized Bottleneck
: ) Queue
e The window size for each ]
sender is w(t) at time t [
[ 1]
«
b

S -

KD

E PURDUE -

UNIVERSITY. o
STyGIANet



Single Bottleneck Link Simple Model

S1
w(t) y
Senders are synchronized Bottleneck
Queue

e The window size for each
sender is w(t) at time t

e \Windows are updated after
one round-trip-time 7T ~
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Single Bottleneck Link Simple Model

Bottleneck

e Senders are synchronized
Queue

e The window size for each
sender is w(t) at time t

e \Windows are updated after
one round-trip-time 7T

e Bottleneck queue length
at time tis () [
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Single Bottleneck Link Simple Model

\ S [ Si ]
w(t) y
Bottleneck
Queue
a0 =nw@ - | B
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v b

IIIIIIIIIII o
STyGIANet



Single Bottleneck Link Simple Model

e A congestion control algorithm adjusts w(¢)in order to achieve the desirable
properties such as low latency and high throughput
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Single Bottleneck Link Simple Model

e How does a congestion control algorithm infer the network state?

e Not responding to the network state leads to bufferbloat

e eg., increasing the window size w(t)blindly increases the queue size ¢(t)
significantly — leading to high latencies

[a0) = - w) —b-7]
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Explicit Congestion Notification (ECN)

Offsets Octet

IPv4 header format
0 1 2 3

Octet Bit [0(1(2|3|4/5(6(7|8|9(10|11|12|1314|15016 17 18|19 20|21 |22 |23|24|25 |26 |27 |28|29|30|31
0 0 Version IHL DSCP ECN Total length

4
8
12
16
20

56

32

64

96
128
160

448

Identification Flags Fragment offset
Time to Live Protocol Header checksum
Source a ddress
Destination add

Options (if IHL > 5)

2 Bits: ECN Capable Transport (ECT bit) and Congestion Experienced (CE bit)

Non-ECT = 00: Non ECN-Capable ECT-0 = 01: ECN Capable Transport (0)

ECT-1 =10: ECN Capable Transport (1) CE = 11: Congestion Experienced
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Explicit Congestion Notification (ECN)

Bottleneck
Queue
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Explicit Congestion Notification (ECN)

Bottleneck
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ECT 1
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Explicit Congestion Notification (ECN)

K ]\
WD)

ECT 1

ECN capability negotiation
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Explicit Congestion Notification (ECN)

Bottleneck
Queue

q(t)

Queue length above a threshold . N
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Explicit Congestion Notification (ECN)

Bottleneck

ECN Echo % Queue
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Explicit Congestion Notification (ECN)

K

w(t) +
At this point, Bottleneck
senders have the ECEL& Queue
knowledge that the q(t)
bottleneck queue
length exceeded a \_ CE .
threshold * b
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DCTCP

e Same as TCP RENO

o Slow start

o Fast recovery

o Retransmissions

o Additive Increase
e But.....
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DCTCP

e Same as TCP RENO

o Slow start

o Fast recovery

o Retransmissions

o Additive Increase
e But.....

e the window byl cettosslike RENC
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DCTCP

e ECN-based Congestion Control at the end-host
e Network switches (bottleneck queues) mark CE when the queue length
exceeds K
o Kis a parameter
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DCTCP

e The sender maintains an estimate of the fraction of packets that are marked,
called v, which is updated once for every window of data (roughly one RTT)

a+—(1—g)-a+g-F

e [ The fraction of packets that were marked in the last window of data
e (¢ : Moving average parameter for the estimation of ¢

e Congestion window is updated based on ¢, the fraction of packets that
experienced congestion in the network

cund < cwnd - (1 — 5)
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Bottleneck
Qu-eue
[K:n-w*—b-T] ] q(?)
[ ]
N . . . 1l
w™is the window size when * b
Ry

the queue length reaches
the threshold K {
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DCTCP

Packets sent in
this period (1 RTT)

Window Size are marked. Queue Size
W*+1 M— -- Qmax “- = _I\daz(lr_ngrrl 9u_eue_|ength
W - K pre=sgase -
A
K * *
= N W S b T (W*+1)(1-0/2) |= = = = )
\ ; Amplitude
Period T,
* . . . . &
w™is the window size when Thne Time

the queue length reaches
the threshold K

Image source: [1]

Q O

E PURDUE - °

UNIVERSITY. o
STyGIANet


https://dl.acm.org/doi/abs/10.1145/1851182.1851192

DCTCP

e Let S(w(t1),w(t2)) be the number of packets transmitted between the
window sizes w(t;)and w(tz) T
o Ittakes ’UJ(tQ) - ’l,l}(tl) RTTs Window Size this period {1 RTT) Queue Size

. . . . are marked. .
e Avg. window size during this w1 e i
period is w(t2)+w(t1) " N Z Pl
2 *
(W*+1)(1-a/2) ' ; Amplitude
( )2 ( )2 Period T,

w(te)—w(tq > .
s(w(tr), w(tz)) = 2 Time rime

Image source: [1]
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https://dl.acm.org/doi/abs/10.1145/1851182.1851192

DCTCP

e The sender maintains an estimate of the fraction of packets that are marked,
called v, which is updated once for every window of data (roughly one RTT)

Packets sent in
this period (1 RTT)

Window Size Queue Size
* * are marked.
—_ S(w W +1) 1 a1 Maximum Queue length
o = S((w*+1)(1_g) ’UJ*—|—1) W*+1 max: [ i i i i i o
2/ W K pr==yens - <

(W*+1)(1-0/2)

Image source: [1]

Amplitude
S— p
Period T,
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Time
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https://dl.acm.org/doi/abs/10.1145/1851182.1851192

DCTCP

e The sender maintains an estimate of the fraction of packets that are marked,
called v, which is updated once for every window of data (roughly one RTT)

Packets sent in
this period (1 RTT)

Window Size Queue Size
* * are marked.

o = S(w W +1) W*+1 1 a1 Maximum Queue length

-_— a TNAX o= = - - - - - - - - -

S HD-(I- 9w+ " ] e e :
A

* y
5 (WHl(l-0/2) : , Amplitude
a = e Period T,

Image source: [1]
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Time
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https://dl.acm.org/doi/abs/10.1145/1851182.1851192

DCTCP

e Amplitude: n flows, each oscillating between w* 4 1and (w* +1)-(1— 5)

A:TL° (w*—l—l) . % ~ % . 2 - w* Packets sent in
this period (1 RTT)
Window Size afe marked. Queue Size
=3-vV2-n-(b-7+K) oot Joe - Qpae . Maximum Queus ength
W* == == ik gre=sgane N
A
* - ————
T p— A W) — Amplitude
Period T,

. * . Time Time

Image source: [1]
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https://dl.acm.org/doi/abs/10.1145/1851182.1851192

DCTCP

e Guidelines for choosing parameters:
o Choose K such that K > 577
o Set Kto 20 packets for 1Gbps links
o Set Kto 65 packets for 10Gbps links
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DCTCP

e Advantages:

Simple and effective

Nearly all datacenter switches support ECN marking

Reduces queueing delays compared to loss-based TCP eg., RENO
High throughput due to proportional decrease based on (v

O O O O
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DCTCP

Drawbacks:

O

©)

O

Higher queue lengths that the desired queue length of near-zero
Optimally configuring the parameter Kis hard in practice
ECN is queue length-based and does not necessarily indicate queueing
delay
RTT variability in the topology (eg., fattree) requires different K parameter
for different type of flows

m Notice that our analysis assumes a single RTT value for all the flows
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Round-trip-time (RTT) for Congestion Control

w(t) y
Bottleneck
Queue RTT includes
= q(t) queueing delay
[ ]
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Round-trip-time (RTT) for Congestion Control

w(t) y
Bottleneck
Queue RTT includes
= q(t) queueing delay
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Round-trip-time (RTT) for Congestion Control

e How can we use RTT to adjust w(t)in order to achieve the desirable
properties such as low latency and high throughput?
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TIMELY

e Rate-based congestion control
o Transmission rate is controlled directly, instead of using cwnd
e RTT-gradient approach
e High precision timestamps are obtained from Network Interface Cards (NIC)
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TIMELY

Additive Gradient-based Multiplicative

Increase Increase/Decrease Decrease
Cm—— N >
0 Tlow Thigh

Image source: [2]
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https://dl.acm.org/doi/abs/10.1145/2829988.2787510

TIMELY

® 0, : Current round-trip-time

o Oprev : Previous round-trip-time

® Onew = Onew — Oprey  rOUNd-trip-time gradient

0= (1—a) -0+ a- 0, :Moving averaged RTT gradient

o (¢ is the moving average parameter
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TIMELY

o If 6, is less than a lower threshold 1},
o Additive increase: transmission rate is increased by a constant
e If 0,y is greater than a higher threshold T},
o Multiplicative decrease: transmission rate is decreased multiplicatively

e Else
o Rate is adjusted based on the normalized RTT gradient

o rate + rate-(1—§-2)

T

o [is aparameter and T is the baseRTT (minimum RTT)
e Other corner case actions.

Q o]
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TIMELY

e Advantages:
o High precision rate control based on NIC timestamps

Note: Deployed in Google datacenters nearly 10 years ago but not used anymore.
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TIMELY

e Drawbacks:
o RTT includes the entire path delay and does not necessarily relate to the
congestion experienced by data packets
o RTT gradient-based congestion control has no unique equilibrium
m Latency and throughput stabilize at arbitrary points
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HPCC

e High Precision Congestion Control (HPCC)
e Inband Network Telemetry provides congestion feedback to the end-hosts
e Inflight-based congestion control
o Inflight bytes: The total unacknowledged bytes that are inflight in the
network
e Deployed in Alibaba
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HPCC

e Inband Network Telemetry

¢".

adjusting flow

rates per ACK e i o ! ol _| .
Sender 6 ) Receiver
ACK
Image source: [3]
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https://dl.acm.org/doi/abs/10.1145/3341302.3342085

HPCC

e INT metadata inserted at each hop along the path

o Bandwidth
o Timestamp
o Transmitted bytes (Tx bytes) counter value
o Queue length
nHop pathlD 15t Hop(64 bits) 2" Hop
(4 bits) (12 bits) s txBytes gLen (64 bits)
Image source: [3]
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https://dl.acm.org/doi/abs/10.1145/3341302.3342085

Recap: Single Bottleneck Link Simple Model
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Recap: Single Bottleneck Link Simple Model
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Recap: Single Bottleneck Link Simple Model
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Recap: Single Bottleneck Link Simple Model

_s

a() - u(t) 7= n- w<t>]

Inflight bytes H(t>
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HPCC

e Main idea:
o Multiplicative increase and multiplicative decrease based on inflight bytes

q(t)+up(t)-T Inflight bytes

b-T Ideal Inflight bytes with maximum
transmission rate and zero queue lengths.
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HPCC

e Advantages:
o The precision of feedback (INT) is much better than RTT measurements
and ECN
o Inflight-based congestion control achieves several properties including
low latency, high throughput, equilibrium and fairness
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HPCC

e Disadvantages:
o Network overhead due to INT headers and per-hop metadata
o Inflight-based congestion control does not react promptly until the queue
lengths grow
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Brief context of electrical systems
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Brief context of electrical systems

Voltage |
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Brief context of electrical systems

Voltage |

Current
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Brief context of electrical systems
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Analogy to networked systems

Bottleneck Queue

[ o
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Analogy to networked systems

< Voltage = Inflight bytes )
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Analogy to networked systems

Voltage = Inflight bytes )

t Current = Rate
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Analogy to networked systems

Voltage = Inflight bytes

t Current = Rate

Power?
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Current-based

A

o O

O RTT gradient

3 eg., Timely
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Indistinguishable by HPCC

Increasing at 8x BW Draining at max rate

ﬁ 25 Packets @

25 Packets

I e




Indistinguishable by TIMELY

Increasing at 8x BW Increasing at 8x BW

ﬁ 50 Packets ﬁ

| |
| |
25 Packets I |
| |
| |
| |
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DCTCP, TIMELY, HPCC cannot distinguish all the three
cases simultaneously
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Summary of Prior Approaches

e \/oltage-based (eg., HPCC)
o Can in-principle achieve near-zero queue equilibrium
o Slow reaction
e Current-based (eg., TIMELY)
o Unstable with no equilibrium
o Fast Reaction
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Current-based
. N ®

Timely

Better inflight control >

DCTCP Swift HPCC

Q Q Q \oltage-based

Reaction to queue length or RTT

Reaction to variations
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Current-based 4
A ®

Timely

Better reaction time

DCTCP Swift HPCC

Q @ Q \oltage-based

Reaction to queue length or RTT

Reaction to variations
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Current-based
. N ®

Timely

Better reaction time

DCTCP Swift HPCC
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The notion of power

e Power = Voltage x Current

T =(a() +bx7)x(4(t) + p(t))
—
Power Voltage Current

' '

gueue bytes + BDP Total rate
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The notion of power

e A function of both queue length and variations
o Detects increased queue lengths
o Detects congestion onset and intensity
o Detects rapid drop in queue lengths
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POWERTCP

w; (t + 0t)|=

l

New window size

IIIIIIIIIII



IIIIIIIIIII o
STyGIANet



POWERJCP

wilt +88) =7+ (wilt) {75+ B) + (1 =) - wi(®)

l

MIMD based on Power

(Multiplicative increase - multiplicative decrease)
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POWERJCP

w;(t + 6t) = - (wz-(t)-

® c =027
e f(t)is power

€

f(t)

+8) + (1 =) - wi®)

l

MIMD based on Power

(Multiplicative increase - multiplicative decrease)

UUUUU
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Additive increase
(constant)
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POWERTCP

w;(t + 8t) =
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POWERJCP

Power-based congestion control
Quickly reacts to congestion without losing throughput
Rapidly converges within 1 RTT

[
[
[
e Fair and asymptotically stable
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Incast
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Incast

1 2 3
Time (ms)
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Incast

POWERTCP

1 2 3 4
Time (ms) Time (ms)
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Fairness
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Fairness
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POWERTCP

Further analysis and large-scale evaluations:
https://www.usenix.org/system/files/nsdi22-paper-addanki_3.pdf
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https://www.usenix.org/system/files/nsdi22-paper-addanki_3.pdf

SIGCO/TLM.

2023 F oo Yook Cofy
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http://www.youtube.com/watch?v=5K7p3jiDeR8
http://www.youtube.com/watch?v=NsyK-55tmhk
http://www.youtube.com/watch?v=ZgOdPZ_kfpA
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